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ASSIGNMENT 6
Textbook Assignment: Department of the Navy Information Security Program Regulation,

SECNAVINST 5510.36, "Introduction to the Information Security Program,"
chapter 1, pages 1-1 through 1-11, "Command Security Management," chapter 2,
pages 2-1 through 2B-2, and "Security Education," chapter 3, page 3-1.

LEARNING OBJECTIVE:  Describe the basic
policy of the Navy Information Security Program
and identify responsibilities of designated
authorities.

 6-1. The ISP is implemented within DoN in
compliance with which of the following
references?

1. E.O. 12958
2. 32 CFR Part 2001
3. ISOO Directive 1
4. All of the above

 6-2. What publication is the controlling
regulation for the implementation of the
ISP?

1. SECNAVINST 5510.30A
2. OPNAVINST 5510.1H
3. SECNAVINST 5510.36
4. OPNAVINST S5460.4C

 6-3. What standards concerning the
classification, safeguarding, transmission
and destruction of classified information
are represented in the ISP regulation?

1. The maximum acceptable standards
2. The minimum acceptable standards
3. The uniform mandatory standards
4. The GSA standards

 6-4. What individuals are responsible for
compliance with the ISP regulation?

1. All Navy civilian employees
2. All Marine Corps civilian employees
3. All Navy and Marine Corps military

personnel
4. All of the above

 6-5. What official is responsible for the
authorization of SAPs?

1. CNO
2. Director, Naval Intelligence
3. SECDEF or Deputy SECDEF
4. SECNAV

 6-6. What regulation governs SCI?

1. DoD 5105.21-M-1
2. DoD Directive O-5205.7
3. DoD 5220.22-M
4. SECNAVINST 5510.36

 6-7. What reference(s) established the NISP?

1. E.O. 12958
2. E.O. 12829
3. Atomic Energy Act of 30 Aug 54
4. All of the above

 6-8. The NISP is applicable to information
classified under what authority?

1. Atomic Energy Act of 30 Aug 54
2. E.O. 12958
3. Both 1 and 2 above
4. DoD Directive 5200.1
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 6-9. Which of the following is/are considered
"controlled unclassified information"?

1. FOUO
2. DEA sensitive information
3. Both 1 and 2 above
4. FRD

6-10. Requests for guidance or interpretations
regarding the policies contained in
SECNAVINST 5510.36 should be made to
what authority?

1. Local command security office
2. CNO (N09N2)
3. Both 1 and 2 above
4. NCIS

6-11. Under what circumstances, if any, may the
commanding officer modify
SECNAVINST 5510.36 safeguarding
requirements?

1. During training exercises
2. During combat or combat-related

operations
3. During a civil disturbance
4. Never

6-12. When a commanding officer seeks
permission to waive a requirement for a
specific safeguarding requirement, the
request must be submitted to what official?

1. Director, Defense Security Service
2. Director, Naval Intelligence
3. CNO (N09N2)
4. SECNAV

6-13. What authority is responsible for
overseeing agency implementation of E.O.
12958?

1. SPB
2. Director, ISOO
3. NSA
4. SECNAV

6-14. What interagency security organization was
created by the President and is co-chaired
by the Deputy SECDEF and the DCI?

1. NFIB
2. SPB
3. NDPB
4. NSC

6-15. What agency has jurisdiction over
investigative matters which include
espionage, sabotage, treason, and other
subversive activities?

1. NCIS
2. FBI
3. DCI
4. DIA

6-16. What military department is the executive
agency for the Central U.S. Registry?

1. Navy
2. Marines
3. Army
4. Air Force

6-17. What authority is responsible for providing
signals intelligence and COMSEC for the
U.S. Government?

1. DIA
2. ONI
3. NSA
4. SECDEF

6-18. Within the DoD, what official must
approve requests to lower any COMSEC
standards?

1. Chairman, JCS
2. SECDEF
3. SECNAV
4. Director, CIA
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6-19. Within the DON, who is responsible for
implementing an ISP in accordance with
the provisions of public laws, executive
orders, and directives issued by other
authorities?

1. CNO (N09N)
2. SECNAV
3. DNI
4. Director, Navy IPO

6-20. Who is responsible for the administration
of the DON CMS program and acts as the
central office of records for DON CMS
accounts?

1. Director, Special Programs
2. NSA
3. DNI
4. DCMS

6-21. Who is responsible for signals intelligence
activities and the administration of the SCI
programs within the DON cryptologic
community?

1. NSC
2. Director, ONI
3. COMNAVSECGRU
4. DNI

LEARNING OBJECTIVE:  Recognize command
security management requirements and identify key
command officials and their responsibilities.

6-22. The term "command" is a generic term for
which of the following activities?

1. Installation
2. Laboratory
3. Detachment
4. All of the above

6-23. The term "commanding officer" is a generic
term for which of the following officials?

1. Commander
2. Director
3. Both 1 and 2 above
4. Any administrative officer

6-24. What command official is responsible for
the effective management of the command
ISP?

1. The security manager
2. The commanding officer
3. The security officer
4. The SSO

6-25. Commands shall NOT exceed the standards
established by SECNAVINST 5510.36.

1. True
2. False

6-26. The commanding officer has which of the
following responsibilities?

1. Issue a command security instruction
2. Approve a command emergency plan
3. Establish a command industrial

security program
4. All of the above

6-27. What is the primary duty of the command
security manager?

1. Serve as principal advisor to the
commanding officer

2. Serve as COMSEC custodian
3. Serve as the TSCO
4. Serve as the SSO

6-28. When a security guard force is in place,
threats to security and other security
violations are NOT reported, recorded, or
investigated.

1. True
2. False
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6-29. What command official(s) is/are
responsible for ensuring that all proposed
press releases and information intended for
public release are subjected to a security
review?

1. Commanding officer
2. Security manager
3. Public Affairs officer
4. Both 2 and 3 above

6-30. The TSCO reports directly to what official?

1. Commanding officer
2. Executive officer
3. Security manager
4. SSO

6-31. The security manager may act as the
TSCO.

1. True
2. False

6-32. Commands that store large volumes of TS
documents are exempt from the annual
inventory requirement.

1. True
2. False

6-33. Which of the following positions requires a
favorably adjudicated SSBI completed
within the previous 5 years?

1. Security manager
2. Security assistant
3. TSCA
4. PAO

6-34. What command official is the commanding
officer’s primary advisor on the handling of
COMSEC information?

1. NWP custodian
2. CMS custodian
3. SSO
4. Security manager

6-35. The NWP Custodian position may be a
collateral duty.

1. True
2. False

6-36. The NATO control officer is required to
have an alternate.

1. True
2. False

6-37. What command official is responsible for
signing DD 254s?

1. Security manager
2. Commanding officer
3. Contracting officer’s representative
4. Assistant security manager

6-38. What command official implements the
command INFOSEC program?

1. ISSM
2. ISSO
3. Security manager
4. Commanding officer

6-39. The duties of the ISSM and ISSO are
NEVER performed by the same official.

1. True
2. False

6-40. What official is responsible for the receipt,
storage and processing of SCI within a
command?

1. SSO
2. CO
3. CMS custodian
4. Security officer
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6-41. What official is responsible for the
operation, control and use of all command
SCIFs?

1. Security officer
2. SSO
3. CO
4. Physical Security officer

6-42. What instruction governs the requirements
for the designation of a command security
officer?

1. SECNAVINST 5510.36
2. SECNAVINST 5510.30A
3. OPNAVINST 5530.14C
4. OPNAVINST 3120.32C

6-43. The purpose of an SSA is to enable the host
command to perform specific security
functions for the tenant command.

1. True
2. False

6-44. How often are command inspections, assist
visits, and program reviews conducted?

1. Annually
2. Biannually
3. Semi-annually
4. As necessary

6-45. The security manager is responsible for
developing a command security instruction
that supplements SECNAVINST 5510.36.

1. True
2. False

6-46. A command should have an emergency
plan in the event of which of the following
occurrences?

1. A natural disaster
2. A civil disturbance
3. Both 1 and 2 above
4. International terrorism

6-47. All commands are required to have an
emergency destruction supplement.

1. True
2. False

LEARNING OBJECTIVE:  Describe security
education policy and specific education
requirements.

6-48. It is the commanding officer’s responsibility
to ensure that all command personnel
receive the necessary security education to
enable quality performance of their security
functions.

1. True
2. False

6-49. What DON authority is responsible for
policy guidance, education requirements
and support for the DON security education
program?

1. CNO (N2)
2. CNO (N09N)
3. CNO (N64)
4. CNO (N89)

6-50. In addition to general security education,
specialized training is required for which of
the following personnel?

1. Original Classification Authorities
2. Derivative classifiers
3. Classified couriers
4. All of the above


